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Sharing knowledge amidst social media is a passion of mine. I challenge myself to try and spark a conversation via
any of the most widely used social media avenues available. So when a request for a Step-By-Step post on Active
Directory migration following the previous Step-By-Step post on DHCP Migration, Pierre, Mitch and I were only too
happy to oblige. Before detailing Active Directory migration, we felt it pertinent to showcase how to add a Windows
Server 2012 Domain Controller to an existing network first. Migration of Active Directory from Windows Server 2003
to 2012 would be the next step once this Step-By-Step has been completed successfully.

Prerequisites

1. Download Windows Server 2012 R2. If you plan on completing this Step-By-Step in a virtual lab, it is
recommended to download the FREE Hyper-V Server 2012 R2 first.

2. Check to ensure the Domain Functional Level is currently setup to at least Windows 2003 mode. This is the
lowest required Domain Functional Level that would allow a Windows Server 2012 Domain Controller
installation. Windows NT / 2000 Domain Controllers are not supported via this process.

1. Via the Active Directory Users and Computers console, select the domain via the right mouse button on
it.
2. Select Raise Domain Functional Level and review the Current domain functional level reported
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Raise domain functional level x|
Domain name:
testenv local

Cument domain functional level:
Windows Server 2003

Select an available domain functional level:
IWindows Server 2008 ll

Windows Server 2008
Windows Server 2008 R2 _
reverse tt. For more information on domain functional levels, click Help.

The Domain Functional Level does not need to be raised if the Current domain functional level is
reportingWindows Server 2003.

NOTE: Should a lower domain be showcased (i.e., Windows Server 2000), please keep in mind that raising
Domain Functional Level is a one time action and cannot be reverted. Remember Windows NT / 2000 Domain
Controllers are not supported via this process.

3. Ensure your profile is a member of the Enterprise Admins group.

Getting Started

1. Setup and install your Windows Server 2012 machine
2. Configure the new server's IP address to correspond to the target domain and ensure the existing Domain
Controllers, where DNS is installed and configured, are visible by your new Windows Server 2012 install.

Setting Up Domain Controller Fuctionality

1. Open the Server Manager console and click on Add roles and features
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= Configure this local server
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§ File and Storage Seevices B | ' I

Add roles and features I

Add other servers 1o manage

Create a server group

ROLES AND SERVER GROUPS
Radesi 3 | Server groups | | Servers totad 1
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Evints Events
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Select installation type

Select the instaliation type. You can install roles and features on a running phyysical computer or virtual
achine o aed disk (\VHD

ik Soleietion @ Role-based or feature-based installation
Configure a single server by adding roles, role senices, and features.

' Remote Desktop Services installation
Install required role services fior Virtual Desktop Infrastructure (VDI) 1o create a virtual machine-based

. 4 il

or Daze

Before You Begin

il

L o | -

3. Select the Active Directory Directory Services role.
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Select server roles

Select one or more roles to install on the selected server,

Eefore You aeg:n

Ingtafation Type Roles Description

Server Selection [ _ - ! TA]  Active Directory Domain Services

EEE oo [ 600 e

E Active Directory Domain Senaces objects on the network and makes

Features [] Active Directory Federation Services this information available to users

AD DS L g . . ; and network administrators. AD DS
O Active Drrector)r Lighlwnglll Directory Senvices s e i Ngie

Confirmation [ Active Directory Rights Management Services network users access to permitted
[J Application Server resources anywhere on the network
] OHEP'S = through a single logen process.

[C) DNS Server
[ Fax Server
p [E] File And Storage Sensces (Installad)
[ Hyperv
[ Network Policy and Access Services li=l
[} Print and Document Services
[ Remote Access
[] Remote Desktop Senvices

4. Accept the default features required by clicking the Add Features button.
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Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

[v] Include management tools (if applicable)

]

5. On the Features screen click the Next button.
6. On the Confirm installation selections screen click the Install button.

NOTE: Check off the Restart the destination server automatically if required box to expedite the install
should you be able to reset the target server automatically.
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Confirm installation selections

Before You Begin
Ingtadaton Type
Server Selecticn
Server Roles

Features
ADDS

To install the following roles, role services, or features on selected server, chick Install

(¥ Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically, Iif you do not want to install these optional features, click Previous to clear
their check boxes

Active Directory Domain Services
Group Policy Management
Remot Administration Tooks
Role Adminastration Tools
AD D5 and AD LDS Tools
Actrve Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-lns and Command-Line Tools

Export configuration settings
Specify an alternate source path

7. Click the Close button once the installation has been completed.

8. Once completed, notification is made available on the dashboard highlighted by an exclamation mark. Select it and

Installation progress

View installation progress

© Festure installation
I —
Configuration required. Installation succeeded on w2k124c02

| >

Active Directory Domain Services
Addrbanal steps are required 1o make this machene a domain controller,
Promate this senver to 8 domain controller

Group Policy Management
Remate Server Administration Tools
Role Administration Tools n
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center il

AD DS Snap-Ins and Command-Line Tools v

You can close this wizard without interrupting running tasks, View task progress of open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

=

amidst the drop down menu select Promote this server to a domain controller.
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f Post-degloyment Configua I

I < o e

. Local S -‘:_-P-;-‘.-r‘-\_-.r.-I'r:.‘_j'r__ﬂ.l-_« Actrer Directory Doman

seraces 0t WILT IO E%
B3 Al Servers o C|  [Fomoeihs e 155 domen controie]
@ ADDS I

o Feadure inptalabon
——
Conligurstaon requaed. Indlalleton jutceeded on
wok 1 202

B§ File and Storage Services b QUICK START

Add Rodey and Features

4 Task Detasdy

9. Select add a Domain Controller into existing domain

. : TARGET SERVER
Deployment Configuration w2012<01

Select the deployment operation

[ %) Add a domain controller to an existing domam]
) Add a new domain to an existing forest

() Add a new forest

Specify the domain information for this operation
Domaan: test local [ Select... |

Supply the credentials to perform this operation

<No credentials prowded>

More about deployment configurations

10. Ensure the target domain is specified. If it is not, please either Select the proper domain or enter the proper
domain in the field provided.

11. Click Change, provide the required Enterprise Administrator credentials and click the Next button.

12. Define if server should be a Domain Name System DNS server and Global Catalog (GC). Select the Site
to which this DC belongs to and define Directory Services Restoration Mode (DSRM) password for this
DC
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Deployment Configuration
DNS Options

Adonional Opuions

Paths

Review Options

Prerequisites Chack

Domain Controller Options

Specify domain controller capabiities and site information

[Vl Domain Name System (DNS) server
[/ Global Catalag (GC)
[[] Read only domain controller (RODC)

Site name: Default-First-Site-Name

|-]

Type the Directory Senvices Restore Mode (DSRM) password

Password: sssssnne
Confirm password: ssssssse

More about domasn controller options

thmlﬂmrl

13. Click the Next button on the DNS options screen,.
14. In the Additional Options screen you are provided with the option to install the Domain Controller

fromInstall From Media (IFM). Additionally you are provided the option to select the point from which DC
replication should be completed. The server will choose the best location for AD database replication if not

specified. Click the Next button once completed.
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B

Additional Options A o260

Depioyment Configuration
Domain Controller Options
DNS Options
ISR < 9 scoon ot
Paths Replicate from: Anry domain controller
Praparation Cptions Any domain controller
Review Options w2k3de01.test lacal

Prerequistes Check

Specify Install From Media (IFM) Options
] Install from media

Maore about additional options

e | (G

15. Specify location for AD database and SYSVOL and Click the Next button.

Paths

Deployment Configuration
F e o Specify the location of the AD DS database, log files, and SYSVOL

Database folder: CAWindows\NTDS
Log files folder: C\Windows\NTDS
Additional Cptions

_ SYSVOL folder: CAWindows\SYSVOL

Preparation Opticns
Review Options
Prerequisites Check

Domain Controlier Cptions
DNS Qplicns

Maore about Active Directory paths

16. Next up is the Schema and Domain preparation. Alternately, one could run Adprep prior to commencing these
steps, Regardless, if Adprep is not detected, it will automatically be completed on your behalf.
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. . TARGET SERVER
Preparation Options w2012dc01

Deph tC uratior
aployment Configuation | [ o install this domain controller, the wizard needs to perform the following operation(sk

* Forest and schema preparation
. : :

Domain Controller Options
DNS Options

Adgitional Options

Paths

[ preparatin Options |

Review Options

Prerequisies Check

Maore about preparation options

17. Finally, the Review Options screen provides a summary of all of the selected options for server promotion.
As an added bonus, when clicking View Script button you are provided with the PowerShell script to automate
future installations. To click the Next button to continue.

Review Options

Deployment Configuration  Review your selections:
Configure this server a5 an additional Active Directory 8
“testenv.local®,

Domain Contrelier Opticns
DNS Options

Agditional Qptions

Faths Additions! Options:
Preparation Options

[revewoprors [

Prarequitites Chack Giobal catalog: Yes

Site Name: Default-First-Site-Name

DNS Server: Yes
Update DNS Delegatior: No

Source domain controller: any writable domain controller

These settings can be exported to a Windows PowerShell script to automate
additional installations E

Maore about installation options

e

18. Should all the prerequisites pass, click the Install button to start the installation.
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7 ectory Domain Services Cc :
S TARGET SERVER
Prerequisites Check W2012dc01
| @ Al prerequisite checks passed successfully. Cick ‘Install' to begin installation. Showmore X |

Deployment Configuration ) ’ 3 -
PRy o Prerequisites need to be validated before Active Directory Domain Services is installed on this
Damain Controller Options computer

DNS Qptions Rerun prerequisites check
Adanicnal Opuons
Paths A View results
Preparation Options A Windows Server 2012 domain controliers have a default for the security setting named  ~
“Allow cryptography sigonthms compatible with Windows NT 4.0° that prevents weaker
Review Options cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (httpa// s
go.microsoft.com/Twlink/TLinkid=104751).
n A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DINS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the
domain “testenv.local”, Otherwise, no action is required. v

A, 1fyou click Install, the server automatically reboots at the end of the promotion operation.

Mare about prerequisites

19. After it completes the required tasks and the server restarts, the new Windows Server 2012 Domain Controller

setup is completed.

20. Lastly, on each server/workstation within the target domain require a NIC properties configuration update to
point to the new Domain Controller. Open the DHCP management console, select Option no. 006 and
under server/scope options and add the IP address of your new Domain Controller as DNS server.
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Fie Acton View Hep

o8| 2ml o 2| Blm

[2 v [ Cption Hame [[vendor [voke [cass I
S § waskon testenv.locs £ 003 Router Standard 182.168,1.254 Nore
B pP 1 005 DNS Servers Standard mnu Hone
B [ Scope [192,168.1.0] | 5 015 ONS Domain Mame Standard None
Frronion T — 1]
L7 Address Leases
@ W Reservasons Generdl | Advarced |
. Scope Options -
3 Server Optors | Awalabie Opticrs m:"
8 7. Fiters 1 003 Router Aray of rout
= g Pve [ 004 Time Server Ay of tme:
[ 005 Name Servers Aray of naer
4 D06 DNS Servers Hermy of DN &
4| | »
Data entry
Server name:
Resttve I
192 168 2 Add
Ll
R
Dowm I
o | |

Should you see one of our #CANITPRO Step-By-Step posts in any social media venue, feel free to contribute thoughts

and additional ideas. Additionally, feel free to connect with us on any topic you would like to see covered. We are
always happy to oblige.
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